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Secure remote
access to e-mail

Alteon SSL Accelerator—
Securing Microsoft Outlook Web Access

E-mail has become the communications lifeline for today’s
enterprise. For the IT manager, providing secure remote access

is a major infrastructure consideration. To meet this requirement,
Secure Sockets Layer (SSL) encryption can provide the needed

network security.

Why SSL to enable
Microsoft Outlook

Web Access?

Microsoft® Outlook™ Web Access (OWA)

is a Microsoft Exchange Active Server
application that provides private access to
Microsoft Outlook or Microsoft Exchange
e-mail accounts from any Web browser. It
also allows users to view Microsoft Exchange
Server public folders and the Address Book
from across the World Wide Web.

Communication between a Microsoft
Exchange server and the end-user Web
browser uses the Internet and a regular
HTTP connection to deliver clear text data.
This creates security concerns since anyone
intercepting the private e-mail would be able
to read it. Within a private network, this
risk might be minimal, but when opening
e-mail to the public Interne, the risk
increases substantially.

Securing OWA sessions with SSL has
several benefits:

¢ Enables end-to-end encryption for
the duration of the session

® Users can change their Microsoft
Windows NT passwords from the
OWA client

* Support for client certificates provides
more authentication options

Security risks of
OWA deployments

Most OWA deployments have a front-end
OWA server architecture. This architecture
utilizes a standard Microsoft IIS server
operating in a demilitarized zone (DMZ)
with communication through a firewall to
the back-end Microsoft Exchange server
infrastructure on the private network.

This type of deployment introduces
potentially significant security risks since it
places a standard Microsoft Windows server
with sensitive information in the DMZ
where it receives minimal protection from
external threats. Should a hacker gain
control of the OWA server, sensitive
information such as e-mail aliases and
addresses stored in the Global Address List
(GAL) could be exposed. With this
architecture, the firewall that isolates the
DMZ from the private network must also
be reconfigured with multiple open ports

to allow for the OWA front-end server to
communicate with the back-end Microsoft
Exchange and Microsoft Active Directory
infrastructure. Opening firewall ports always
increases security risks since it offers

a hacker more paths into the network.
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Figure 1. Typical
OWA
architecture
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Figure 2. Alteon SSL
Accelerator
OWA extranet
solution
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Benefits of building an
OWA extranet with the
Alteon SSL Accelerator

The Alteon OWA extranet solution provides
improved security and performance by
placing an Alteon SSL Accelerator in the
DMZ as a proxy for the OWA server.

This architecture is also easy to deploy

and provides significant cost savings.

Improved security

The Alteon SSL Accelerator Extranet
solution improves the overall security of
OWA deployments:

* By moving the OWA server to the private
network, the Alteon SSL Accelerator
Extranet solution removes the security
vulnerabilities associated with placing a
Microsoft Windows server in the DMZ
and mitigates the need to open non-
standard ports on the firewall.

The Alteon SSL Accelerator has a
hardened Operating System kernel and
proprietary software that was developed
specifically for secure environments.
This provides added protection over
standard servers by thwarting hackers’
attempts to gain access.

Private key protection is improved by
storing it encrypted within a secure device.

Only ports 80 and 443 are required to be
open on the firewall separating the DMZ
from the private network to allow for
HTTP and HTTPS communication
between the Alteon SSL Accelerator

and the OWA server.

Improved authentication by supporting
X.509, LDAP, and RADIUS in addition
to the default Microsoft Exchange
application authentication.

User access denial prevents access by
filtering requests from users with
particular attributes.

Blocking string function protects against
know vulnerabilities such as NIMBDA
or Code Red.

Protection from e-mail spamming
using filters.



Improved performance

A standard server’s ability to deliver content

is severely handicapped when it’s also
burdened with the computationally

intensive public key operations associated
with SSL session negotiation. Table 1 shows
the number of Web pages per second that
can be delivered by a modern server. SSL
processing overhead can bring servers down

to five percent of their stated performance.

The Alteon SSL Accelerator offloads

all SSL processing from OWA servers,

allowing them to operate at peak capacity.

The public key operations, SSL session

negotiations, and bulk encryption/

decryption functions are all provided in
optimized hardware on the Alteon SSL

Accelerator to provide quick access to
e-mail even under heavy user loads.

Table 1 - Performance of 11S 5.0

Test Non-SSL
1CPU
ISAPI In-Process 517
ISAPI Out-of-Process 224
Static file (file8k.txt) 1109
ASP In-Process 60
ASP Out-of-Process 50

Non-SSL
2 CPUs

723

244

1748

107

82

Ease of deployment and

management

¢ The Alteon SSL Accelerator OWA
extranet solution extends existing
Microsoft Exchange infrastructure
without complex reconfiguration or
additional server infrastructure.

Firewall policy reconfiguration is not
required because the connection
requirements are limited to regular
Internet traffic such as port 80 and 443.

Consolidating digital certificate and key
management onto a single platform
reduces PKI complexity.

Key and certificate operations are
simplified with features such as encrypted
private key management, certificate
generation and revocation, cipher
selection, and authentication for both
clients and servers.

¢ Non-intrusive integration with existing
networks allows Alteon SSL Accelerators
to be installed and running within 30
minutes. Alteon SSL Accelerators can
be deployed in-path or with an Alteon
Application Switch for improved
scalability, reliability, and performance.

Non-SSL SSL SSL SSL
4 CPUs 1CPU 2 CPUs 4 CPUs
953 50 79 13
283 48 76 95
2242 48 80 108
153 38 59 83
109 28 43 56

All numbers denote requests per second. Each test repeatedly fetched the same 8-KB file.

Table 2 - Setup for the performance test

Server Compagq Proliant 6500 (4 x Pentium Pro 200MHz) with 512 MB of 60ns RAM
Clients 16 Gateway Pentium Il machines, 350MHz with 64 MB RAM
Network + Each client: one Intel Pro100+ 10/100MB network adapter
- Server: four Intel Pro100+ 10/100MB network adapters
« Four separate networks were created to distribute the workload evenly,
with four clients per network.
Software + Server: Windows 2000 Beta 3 Advanced Server (Build 2031), IS 5.0

« Clients: Windows 2000 Professional (Build 2000.3) Source: Microsoft, 2002

Cost savings

Lower capex by reducing the number
of servers required to support secure
e-mail access. The number of servers
required can be reduced by over 50
percent when general purpose servers

are offloaded of SSL processing.

Lower certificate costs by reducing
the number of required certificates.
Digital certificate and key manage-
ment consolidation can lower the
number of keys and certificates by
more than 50 percent.

Sophisticated management features
lower ongoing operational costs
associated with common certificate
and key management operations.

Lower support costs by replacing
error messages with instruction pages
for common problems such as cipher
incompatibilities and incorrect URL
entry such as users who type “htep://”
instead of “hteps://”.
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