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The need for Secure Email 

Sending an email over the Internet is 
worse than sending an open postcard with 
regular mail; in transit, it can be accessed 
and modified by virtually anyone, and the 
Recipient does not even have a way to 
detect it. 
Organizations worldwide have reported 
losses in excess of millions of dollars 
every year due to email hacking and 
unwanted access to their communication. 
Reputational risk, moreover, is more 
worrying still. 
In today’s competitive markets, where 
business significantly depends on 
communication and information flow, can 
you afford to take such a risk in your 
organization? 
If not, TrustMail is what you are looking 
for! 

The TrustMail® Solution 

TrustMail is a secure enterprise email 
gateway solution enabling secure 
communication via the Internet. 
TrustMail seamlessly integrates into your 
existing email environment. It typically 
places itself between your corporate 
firewall and your mail server. It adds 
attributes like secure transmission, sender 
identification, non-repudiation, content 
security, and delivery confirmation to all 
intended emails. Additionally, its 
integrated powerful policy management 
makes it easy to define and execute your 
corporate security policies. 
This in turn allows organizations to resort 
to emails for communication of even the 
most confidential information. TrustMail is 
hard to circumvent, and it thus significantly 
mitigates the risk of mishandling sensitive 
data. 
TrustMail is a completely transparent 
system that does not cause any workflow 
change from the User point of view, 
making it easy and cost effective to use. It 
is able to deliver secure messages to any 
email address on the internet. 
When a User sends a message, TrustMail 
looks for the Recipient history in its 
database. The database contains 
information about the public keys, history 
and digital certificates for all those 
Recipients to whom an email has been 
sent in the past. 
If the Recipient’s details are already 
present in the database, TrustMail 
encrypts the email using the Recipient’s 
public key or digital certificate depending 
upon the technology he is using, or sends 
him an email notification to collect his 
message using the WebMail through an 
SSL connection. If the Recipient is new, a 
simple enrolment procedure automatically 
takes place between TrustMail and the 
new Recipient. 

User Management 

One of the most innovative features of 
TrustMail is the automatic enrolment of 
new secure message Recipients. It is able 
to deliver messages to every email 
address on the internet. TrustMail uses a 
sophisticated technique to identify the 
Recipients and send them a secure 
message according to their individual 
system compatibility. As soon as the 
internal User sends a message, TrustMail 
looks for the Recipient’s credentials in its 
database. 
If the email was sent to a new Recipient, 
three different options arise, depending on 
the Recipient©s ability to handle digital 
certificates: 

1. Send back a digitally signed reply 
The Recipient can reply to the received 
notification by sending back his public 
key. As soon as the digitally signed 
reply arrives to TrustMail, the attached 
public key is automatically validated, 
and the security credentials of the 
Recipient (S/MIME or PGP) are stored 
and the Recipient is enrolled. The 
original message, which in the 
meantime was stored in the TrustMail 
database, and all further messages are 
encrypted with the stored public key 
and automatically sent to the Recipient. 

2. Installing a certificate 
If the Recipient is using a compatible 
email client (for example MS Outlook), 
he can ask for a certificate to be 
automatically generated by TrustMail 
and installed in his email program (no 
manual intervention required). As soon 
as the certificate is installed, the 
encrypted message is sent and the 
Recipient can read it in his email client. 

3. Access to the WebMail interface 
using an SSL connection 
In case the Recipient activates the 
dynamic registration link sent with the 
notification, he enters the self-
registration page of the web interface 
where he can change the initial 
password and access the message 
through an SSL connection. 

During the entire enrolment process, no or 
minimal interaction is needed (depending 
on the one-time password transmission 
method), relieving both  the Sender as 
well as the Administrator. 

The web-based User and Recipient 
management feature makes 
administration functions such as addition 
and deletion of individuals, management 
of access rights, management of personal 
information etc. easily manageable and 
highly automated. It can connect to 
existing User management systems or 
databases like LDAP directories, MS ADS 
etc. 

Certificate Management 

The integrated, powerful certificate policy 
management allows Administrators to 
configure certificate policies handling 
according to the organizational needs, 
using a simple web-based interface. All 
policies related to certificate handling such 
as verifying email addresses, maintaining 
a list of Trusted CAs, checking of 
revocation lists, black lists for CAs etc. can 
be implemented very easily. 

Multiple PKI Solutions Support 

TrustMail includes an own PKI component 
to create, renew and revoke self 
generated certificates. Alternatively, 
TrustMail can also be connected to 
external PKI solutions e.g. Entrust, 
Microsoft PKI, etc. To interact with 
external PKI solutions TrustMail fully 
supports PKCS#10 certificate requests as 
well as RFC2797. Connection to Entrust 
PKI is available through the Entrust Java 
Toolkit (SSL, PKIX, and PKCS). 

Your Benefits 

�  TrustMail is able to send encrypted 
emails to any external Recipient, 
even if he uses a free web-based 
email account. 

�  External Recipients can send and 
reply to messages using encryption 
methods without the need of using 
TrustMail or an equivalent product. 
They can continue to use their email 
client as before. Partners don©t need 
a specific OS or any additional 
software to send and receive emails. 

�  Seamless integration into the existing 
email environment of your 
organization. TrustMail supports all 
standard email systems such as 
Lotus Domino/Notes, Microsoft 
Exchange/Outlook, GroupWise, 
Oracle Collaboration Suite, etc.  

�  Complete end-User transparency 
provides ease of use and eliminates 
the need of specific training for your 
employees. 

�  No need for plug-ins at any end 
makes it cost effective and easy to 
install and maintain. 

�  TrustMail maintains all the 
information about Recipients in its 
self-learning database, making it 
extremely User friendly and highly 
automated. 

�  Corporate-wide security policies 
eliminate the risk of mishandling 
sensitive data. 

�  Adaptability to customized 
organizational needs through the 
advanced web-based corporate 
policy designer. 
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TrustMail® Modules 

TrustMail consists of five major modules. 
�  TrustMail® Gateway: This is the 

central secure mail server module, 
compatible to all established mailing 
standards, and capable of sending 
and receiving emails using S/MIME 
or PGP. It also incorporates a self-
learning recipient database. 

�  WebMail: A complete J2EE based 
web application that allows the 
system to send messages to every 
user on the net, even without 
S/MIME or PGP compatibility, using 
a secure SSL connection. 

�  TrustMail® Admin: An advanced 
policy management server, which 
gives complete flexibility to the 
organization to adapt the system to 
their specific needs, implemented 
through a convenient web interface. 

�  TrustMail® Internal Encryption: 
This patent pending technology 
builds on the cutting-edge technology 
of the TrustMail Secure Email 
Gateway and revolutionizes internal 
email encryption without the need of 
additional plug-ins or software at any 
end. 
The philosophy of securing email 
communication with external partners 
and clients by using a Gateway has 
been extended to internal email as 
well, delivering all advantages, but 
not the drawbacks of traditional end-
to-end encryption. TrustMail Internal 
Encryption protects internal email 
traffic from the outside and from 
within the corporate network. Even 
system administrators may not have 
access to sensitive emails, at the 
same time the company maintains 
control over its email traffic. 

�  TrustMail® Archive: Allows to 
securely archive any desired email, 
including the respective attachments, 
and to administer and access it with 
ease. With TrustMail, emails are 
archived in a central repository, 
which guarantees a long-term, 
secure storage as well as instant 
access. Moreover, TrustMail Archive 
is a cost-effective solution with high 
ease of use. It stores meta data 
(information on the context of emails 
and attachments) as well as the 
email’s content. Meta data such as 
sender, recipient, subject, category, 
attachment name(s), send and 
archive date are stored in a relational 
database, which allows to locate a 
stored email quickly and precisely. 
The administrator of TrustMail can 
decide where the email’s content 
shall be stored. Options are a 
relational database, a file server, 
optical storage, magnet tape or other 
storage media. Digital signatures 
assure that archived emails cannot 
be modified without trace. 

TrustMail® Editions 

TrustMail comes in three different editions 
to perfectly adapt to the needs of all types 
of organizations: 

Enterprise Edition: 
This edition is intended to address the 
needs of mid-sized and large 
organizations by offering maximal 
flexibility and connectivity. 

Small Business Edition Gateway: 
TrustMail Small Business is intended to be 
used by small organizations that already 
have a mail server in place. 

Small Business Edition Mail Server: 
TrustMail Small Business Mail Server is a 
full-fledged mail server allowing small 
organizations to reduce costs by using 
TrustMail not only to secure their email 
communication, but also as their company 
mail server. 

 Technical Overview 

Platform Compatibility 
�  Windows 2003, 2000, XP, NT, Unix, 

Linux 

Encryption Technology 
�  S/MIME, PGP, SSL based WebMail 

Mailing Standard Compatibility 
�  SMTP, Mail Relay, IMAP, POP3, 

TLS/SSL 

Certificate 
�  X509v1 and 509v3 

Groupware Compatibility 
�  All Groupware servers like MS 

Exchange, Lotus Domino, 
GroupWise, Oracle Collaboration 
Suite, etc. 

Mail Clients 
�  All POP3 / SMTP compatible clients 

like Outlook, Lotus Notes, Eudora, 
etc.  

About Totemo AG 

Totemo AG is a leading provider of 
mission-critical secure email 
communication solutions for enterprises 
and government agencies. By making 
Internet communications secure, reliable 
and automated, Totemo’s secure email 
software product TrustMail helps 
customers significantly reduce the cost of 
doing business. 
Totemo customers include UBS AG, 
Vontobel Group, Helsana Versicherungen 
AG, Maerki Baumann & Co. AG, and 
others. 
Totemo was founded in 2001 and is 
headquartered in Kusnacht-Zurich, 
Switzerland. For additional information 
about Totemo call +41 (0)1 914 9900 or 
go to www.totemo.ch. 
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