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KEY BENEFITS
•Can minimize administrative workload
by leveraging Trend Micro Control
Manager™ to centrally manage and
deploy consistent group configurations,
scan setting notifications, and pattern
file and scan engine updates for multiple
Exchange servers 

•Designed to minimize network band-
width usage and loss of productivity by
filtering content entering the network
with eManager

•Helps reduce the spread of viruses by
quarantining email and attachments
before they reach end-users' mail boxes

•Through support of Trend Micro™
Outbreak Prevention Services, helps
contain virus outbreaks by providing
administrators with email policies before
a new pattern file becomes available 

•PC Magazine Editor’s Choice in 2001
and winner of MEC 2000 Solutions
Award 

∑ ICSA Labs Certified, West Coast Labs
Certified, and Microsoft Gold Certified
Partner

Trend Micro™ ScanMail™
for Microsoft™ Exchange

Secure the Microsoft Exchange Environment Against Malicious Content

PROBLEM
Destructive viruses, like Melissa and ILOVEYOU, are designed to take advantage of the

Microsoft Exchange environment and can bring vital communications to a halt. It is often

difficult to contain these virusesæespecially in large, distributed networks using multiple

Exchange servers. In addition, unsolicited or non-business related content can impact a

company’s productivity and business integrity by consuming valuable network bandwidth

and reducing employees’ productivity.  Widespread circulation of sensitive information can

also compromise a company’s intellectual property and competitive advantage. 

STRATEGY
Trend Micro™ ScanMail™ for Microsoft™ Exchange can perform real-time scanning and

removes viruses, Trojans, and other malicious code in email messages or attachments with

minimal server downtime. Coupled with the Trend Micro eManager™ plug-in, it provides

comprehensive content filtering to protect business integrity.   

“ . . . antivirus solutions like Trend Micro ScanMail for Microsoft Exchange 2000 play a critical role in protecting
against harmful emails transmitted by a variety of products. ” 

— Mark Levitt, Research Director for Collaborative Computing at IDC, July 2001

“ If you’re running Microsoft Exchange 2000 without using a full-featured antivirus package, you need to have 
your head examined. Assuming that exhaustive therapy can restore you to sanity, your first sane act should be
to run, not walk, to your nearest software emporium and purchase Trend Micro’s ScanMail for Microsoft Exchange
2000. ” 

— Ron Anderson, Senior Technology Editor, Network Computing

Trend Micro ScanMail at work: Trend Micro ScanMail for Microsoft Exchange is designed to block infected email in real time, preventing them from reaching end
users. The eManager plug-in helps prevent inappropriate content from passing through mail servers.



Trend Micro™ ScanMail™ for Microsoft™ Exchange

REAL-TIME DETECTION AND REMOVAL OF VIRUSES 
• Can safeguard the Microsoft Exchange environment against virus outbreaks through the real-time scanning,
detection, and removal of viruses from email and attachments passing through email servers 

• Designed to minimize system resource usage by checking all files, but only scanning the ones that are 
potential virus carriers

• Can reduce administrative burden by recommending specific actions—such as delete, clean, or remove—
based on the virus type 

• Helps prevent unproductive content from reaching end users and reduces help desk calls by blocking 
mass-mailing viruses and purging infected messages/attachments in real time

• Supports SMTP scanning on the front-end Exchange server to protect the Exchange environment at the point
of entry

QUARANTINE MANAGEMENT TO CONTAIN SPREAD OF VIRUSES
• Helps prevent new viruses from reaching users during virus outbreaks by quarantining and storing 
attachments, before a new pattern file is available 

• Provides options to resend, forward, or delete quarantined items or forward to an administrator mailbox after
checking quarantined items

• Assists in reducing the misuse of email resources and deletion of valid messages  

FLEXIBLE, SIMPLE, AND AUTOMATED ADMINISTRATION 
• Provides easy, centralized management tools that allow administrators to configure multiple ScanMail servers,
monitor the real-time status of ScanMail, create consolidated logs or reports, and customize notifications for
various events across the enterprise

• Offers multi-threaded memory scanning capabilities that enhance the speed of email scanning and minimize
the impact on the server 

TREND MICRO eMANAGER™ CONTENT FILTERING PLUG-IN
• Helps reduce the introduction and transmission of inappropriate content into the network via the email server 
• Can reduce the risk of confidentiality breaches and loss of productivity by scanning email content and 
attachments, including text, HTML, and Microsoft Office document attachments

• Designed to prevent inappropriate email and attachments from entering or leaving Exchange servers by
allowing for the customization of built-in content filtering policies that specify the types of attachments or
content to be scanned

TREND MICRO ENTERPRISE PROTECTION STRATEGY SUPPORT
• By defending the mail server, ScanMail for Microsoft Exchange is a key component of the Trend Micro
Enterprise Protection Strategy, designed to provide a layered defense to effectively secure the network against
mixed threat attacks

• Utilizes Trend Micro Control Manager as a command center to automatically deploy policies and pattern files
to all Trend Micro products during an outbreak

• Supports Outbreak Prevention Services (via Trend Micro Control Manager) to help companies contain virus
outbreaks during the critical pre-pattern file stage by automatically retrieving and deploying interim 
prevention policies

TrendLabsTM

24X7 ANTIVIRUS SUPPORT 
• Trend Micro products are backed by timely,

high-quality service from TrendLabs, a
global network of five regional antivirus
research and support centers with an ISO
9002-certified headquarters. A team of more
than 250 engineers and antivirus specialists
operate around the clock to monitor virus
activity, develop information on new threats,
and deliver prompt, effective strategies.

• For more information about Trend Micro
service and support, contact TrendLabs at
http://www.trendmicro.com/support.

TREND MICRO INCORPORATED
10101 N. De Anza Blvd. 
Cupertino, CA, 95014, USA
toll free: 1+800-228-5651
phone: 1+408-257-1500 
fax: 1+408-257-2003
www.trendmicro.com

TREND MICRO
ENTERPRISE PROTECTION STRATEGY
Trend Micro ScanMail for Microsoft Exchange
is a key component of the Trend Micro
Enterprise Protection Strategy, an industry-
unique approach to antivirus and content
security that address mixed-threat attacks
through coordinated delivery of products,
services and expertise throughout the out-
break lifecycle – outbreak prevention, virus
response, assessment and restoration.  From
attack-specific policy recommendations to
cleanup and restoration templates, Enterprise
Protection Strategy helps organizations con-
tinuously adapt as threats evolve. 
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SYSTEM REQUIREMENTS
• Intel™ Pentium™ or compatible 200MHZ processor;
128MB RAM minimum, 256MB RAM recom-
mended, and 50MB disk space 

• Microsoft Exchange 4.0, 5.0, or 5.5 (all service
packs), Microsoft Exchange 2000 (Service Pack 1
and above), or Microsoft Exchange 2003

• Microsoft Windows™ NT 3.51 (Service Pack 5 and
above), Windows NT 4.0 (Service Pack 3 and
above), or Microsoft Windows 2000 Server,
Microsoft Windows 2000 Professional, Microsoft
Windows 2000 Advanced Server, or Microsoft
Windows 2003 Server (Standard, Enterprise, and Data Center Edition)

• Frame-supporting, Java-enabled Web browser,
such as Netscape™ Navigator™ 3.0 (or above) and
Microsoft Internet Explorer 3.0 (or above) 

• Complies with Microsoft Virus Scan API 1.0, 2.0
and 2.5 architecture


