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Trend Micro” Enterprise Protection Strategy
The Outbreak Management Challenge

While the proliferation of communications protocols, services, and access devices has con-
tributed to the success of the virtual organization, it has also created new entry points and
propagation mechanisms for malicious code. From mass-mailing viruses that spread like spam
to self-propagating Internet worms (network viruses), threats have evolved to exploit vulnera-
bilities from the application layer to the network layer—rendering traditional point security

solutions less effective.

From the time new vulnerabilities are discovered, to virus outbreak, containment, and clean
up—the series of actions available to IT managers has proven inetficient, costly, and even dis-
ruptive at times. For example, shutting down the network, blocking ports at the firewall, or
waiting for pattern files from antivirus vendors while the network is vulnerable —are not ideal
choices. Plus, traditional antivirus file scanning will not detect network viruses like
MSBLASTER.A or Slammer, that travel inside packets to wreak havoc on hosts and servers

before the packets can be reassembled into a file for virus scanning.

Clearly, no combination of disparate security solutions has addressed all these problems. In
order to prevent or mitigate damage from outbreaks, IT managers need the ability to identify
and block high-risk vulnerabilities, provide protection at both network and application layers,
and integrate defenses across all virus entry points. Trend Micro provides a comprehensive
solution based on a strategy that manages protection across the organization to help prevent
outbreaks and mitigate the damage and costs from malicious code.

A Strategic Solution

From vulnerability prevention to malicious code prevention and elimination, IT managers can
proactively manage the outbreak lifecycle with a solution based on Trend Micro™ Enterprise
Protection Strategy (EPS). EPS is realized through central management of an integrated secu-
rity suite and outbreak prevention appliance supported by real time, threat-specific knowledge
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from TrendLabs™ Trend Micros global network of security experts. With comprehensive pro-
tection at the application and network layers, IT managers can block noncompliant devices
from access, prevent viruses from exploiting vulnerabilities on the network, contain and elim-

inate viruses, and centrally deploy outbreak security actions to pre-empt or diffuse attacks.
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ENTERPRISE PROTECTION STRATEGY

KEY BENEFITS

+ Comprehensive outbreak protec-
tion—from desktop-to-gateway and
from application layer-to-network

layer consolidates defenses

+ Centralized outbreak lifecycle
management—irom vulnerability
prevention to malicious code
prevention and elimination—via

central command console

* Quick, consistent deployment of
outbreak management policies
network-wide extends IT resources

and decreases costs

+ Actionable, threat-specific knowl-
edge—prevents or mitigates

outbreaks

+ Proven approach—award-winning,
holistic solution responds to IT pain

by fulfilling security needs

"Trend Micro Enterprise Protection
Strategy is a giant leap forward.
By addressing every step of the virus
outbreak lifecycle, enterprises and
small-to-medium businesses will
benefit from the centralized man-
agement and decreased impact to
the organization's bottom line."

— Chris Christiansen,

Program Vice President,
Security Products, IDC
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Trend Micro" Enterprise Protection Strategy is designed to deliver comprehensive protection at both application and network layers to proactively

manage the outbreak lifecycle, from vulnerability prevention to malicious code prevention and elimination.



Trend Micro” Enterprise Protection Strategy
PROACTIVE OUTBREAK LIFECYCLE MANAGEMENT

Centralized outbreak lifecycle management is the foundation of EPS. Trend Micro Control
Manager" is a centralized outbreak management console designed to simplify enterprise-
wide coordination of outbreak security actions and management of Trend Micro products
and services. The four outbreak lifecycle phases, driven by the experiences of Trend Micros

customers, are summarized below.

Vulnerability Prevention Phase — This proactive phase is designed to pre-empt attacks by
providing vulnerability assessment tools integrated with Trend Micro products and services
to help enforce security policies, block noncompliant devices from access, and isolate spe-
cific threat-related vulnerabilities. Information from TrendLabs™ correlates vulnerabilities
with system exploits to assess risk. Trend Micro™ Network VirusWall" can be used to isolate

vulnerable systems and secure the network.

Outbreak Prevention Phase — Once a threat has been identified and before pattern files or
patches have been deployed, threat-specific knowledge and outbreak prevention policies from
TrendLabs provide early warning to help IT managers prevent or contain outbreaks. Central
management through Trend Micro Control Manager accelerates the consistent deployment of
outbreak prevention policies. Outbreak prevention policies can be deployed automatically or
manually to block any combination of virus spreading mechanisms and help prevent network
traffic jams. Trend Micro Outbreak Prevention Services are integrated with Trend Micro™

Damage Cleanup Services to help decrease administrative burden.

Virus Response Phase — Virus scanning and detection is done at the network layer and the
application layer for comprehensive protection. Scanning engines from TrendLabs search
for viruses based on the identified threat—to increase accuracy, scanning performance,
and virus detection. In addition, Trend Micro Virus Response Service Level Agreement (SLA)
guarantees customers that new virus pattern files will be delivered within two hours from
the time a virus case is submitted or Trend Micro will pay a penalty fee.

Assessment and Restoration Phase — The assessment and restoration phase of the out-
break management lifecycle is the period after a pattern file or network signature is
deployed and the virus has been contained. Cleaning the network of virus remnants and
restoring systems is tedious and costly because most organizations perform these tasks man-
ually. In contrast, Trend Micro"™ Damage Cleanup Services automate clean up and
restoration to mitigate administrative cost and burden.

CORE COMPONENTS OF EPS:

Trend Micro Control Manager™

Trend Micro” Network VirusWall™

Trend Micro™ Vulnerability Assessment
NeatSuite™

Trend Micro” Outbreak Prevention Services (OPS)
Trend Micro™ Damage Cleanup Services (DCS)
TrendLabs™

Trend Micros products are available directly or from its value-added resellers worldwide.

For more information, please contact Trend Micro or visit www.trendmicro.com.
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TrendLabs~

24X7 ANTIVIRUS SUPPORT

Trend Micro products are backed by timely, high-
quality service from TrendLabs™ a global
network of five regional antivirus research and
support centers with an ISO9001:2000-certified
& COPC-2000 Standards-certified headquarters.
A team of more than 250 engineers and antivirus
specialists operate around the clock to monitor

virus activity, develop information on new

threats, and deliver prompt, effective strategies.

For more information about Trend Micro
service and support, contact TrendLabs at

http://www.trendmicro.com/trendlabs.

TREND MICRO, INnc.

Trend Micro, Inc. is a global leader in network
antivirus and Internet content security software
and services. The company led the migration of
virus protection from the desktop to the network
server and the Internet gateway, gaining a rep-
utation for vision and technological innovation.
Today, Trend Micro focuses on providing cus-
tomers with comprehensive security strategies
to manage the impacts of known and unknown
threats to information, through such initiatives as
Trend Micro Enterprise Protection Strategy.
Headguartered in Tokyo, Japan, Trend Micro has
grown to over 1,800 employees in 25 countries,
with stock traded on the Tokyo Stock Exchange
and NASDAQ.
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