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Trend Micr o™ En te r p rise Prote ct ion Strategy  
The Outb r eak Management Chall e n g e

While the pro l i fe ration of co m mu n i c ations protocols, se rv i ces, and access dev i ces has co n-

t r i b uted to the su ccess of the virtual orga n i zation, it has also cre ated new ent ry po i nts and

p ro pa gation mec hanisms for malicious cod e. From ma ss - ma i l i ng viruses that sp read like spa m

to se l f - p ro pa gat i ng Inte r net worms (ne two rk viruses), thre ats have evo lved to ex p l o it vulne ra-

b i l it i es from the ap p l i c ation layer to the ne two rk laye r— re nd e r i ng tra d it i o nal po i nt secu r ity

so lutions less effec t ive. 

From the time new vulne ra b i l it i es are discove red, to virus out b reak, co nta i n me nt, and clean

u p— t he se r i es of actions ava i lable to IT ma na g e rs has proven ine ffi c i e nt, cost ly, and even dis-

r u p t ive at times. For exa mp l e, shutt i ng down the ne two rk, bloc k i ng ports at the fi rewall, or

wa it i ng for pattern fi l es from ant ivirus ve nd o rs while the ne two rk is vulne ra b l e—a re not ideal

c ho i ces. Plus, tra d it i o nal ant ivirus file sc a n n i ng will not detect ne two rk viruses like

M S BLA STER.A or Sla m me r, that travel inside pa c kets to wreak havoc on hosts and se rve rs

be fo re the pa c kets can be re a sse m b l ed into a file for virus sc a n n i ng.

Cl e a rly, no co m b i nation of dispa rate secu r ity so lutions has addressed all these problems. In

o rder to preve nt or mit i gate da mage from out b reaks, IT ma na g e rs need the ability to ident i fy

a nd block high - r i sk vulne ra b i l it i es, provide protection at both ne two rk and ap p l i c ation laye rs ,

a nd integ rate defe n ses across all virus ent ry po i nts. Tre nd Micro prov i d es a co mp re he n s ive

so lution ba sed on a st rategy that ma na g es protection across the orga n i zation to he lp preve nt

o ut b reaks and mit i gate the da mage and costs from malicious cod e.

A Strate gic Solution 

From vulne ra b i l ity preve ntion to malicious code preve ntion and elimination, IT ma na g e rs can

p roa c t ive ly ma nage the out b reak lifec ycle with a so lution ba sed on Tre nd Micro™ Ente r p r i se

P rotection St rategy (EPS). EPS is re a l i zed thro u gh ce nt ral ma na g e me nt of an integ rated secu-

r ity su ite and out b reak preve ntion ap p l ia nce su p po r ted by real time, thre at - spec i fic knowl ed g e

from Tre nd La bsS M, Tre nd Micro’s gl o bal ne two rk of secu r ity ex perts. With co mp re he n s ive pro-

tection at the ap p l i c ation and ne two rk laye rs, IT ma na g e rs can block no nco mp l ia nt dev i ces

from access, preve nt viruses from ex p l o it i ng vulne ra b i l it i es on the ne two rk, co ntain and elim-

i nate viruses, and ce nt ra l ly deploy out b reak secu r ity actions to pre - e mpt or diffu se attacks. 

P r o a cti ve Outb r eak Life cy cle Management  
Tre nd Micro™ Ente r p r i se Protection St rategy is des i g ned to deliver co mp re he n s ive protection at both ap p l i c ation and ne two rk laye rs to proa c t ive ly 
ma nage the out b reak lifec yc l e, from vulne ra b i l ity preve ntion to malicious code preve ntion and elimination. 

" Tre nd Micro Ente r p r i se Pro tec t i o n

St rategy is a gia nt leap fo rwa rd. 

By ad d ress i ng eve ry step of the virus

o ut b reak lifec yc l e, ente r p r i ses and

s ma l l - to - med ium businesses will

be ne fit from the ce nt ra l i zed ma n-

ag e me nt and dec re a sed impact to

t he orga n i zation's bo ttom line. "

—Chris Ch r i st iansen, 

Prog ram Vi ce Pres i d e nt, 

Secu r ity Produ c ts, IDC
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TREND MICRO, INC.

Tre nd Micro, Inc. is a gl o bal leader in ne two rk

a nt ivirus and Inte r net co nte nt secu r ity so ftwa re

a nd se rv i ces. The co mpa ny led the migration of

virus protection from the desktop to the ne two rk

se rver and the Inte r net gateway, ga i n i ng a re p-

utation for vision and tec h no l ogical innovat i o n .

Today, Tre nd Micro focu ses on prov i d i ng cu s-

to me rs with co mp re he n s ive secu r ity st rateg i es

to ma nage the impacts of known and unknow n

t h re ats to info r mation, thro u gh such init iat ives as

Tre nd Micro Ente r p r i se Protection St rateg y.

He a d q u a r te red in To kyo, Japan, Tre nd Micro ha s

g rown to over 1,800 emp l oyees in 25 co u nt r i es ,

w ith stock tra d ed on the To kyo Stock Exc ha ng e

a nd NA S DAQ. 

PR OACTIVE OUTBREAK LIF E CYCLE MANAG E MENT 

Ce nt ra l i zed out b reak lifec ycle ma na g e me nt is the fo u ndation of EPS. Tre nd Micro Co nt ro l

Ma na g e r™ is a ce nt ra l i zed out b reak ma na g e me nt co n sole des i g ned to simp l i fy ente r p r i se -

wide coo rd i nation of out b reak secu r ity actions and ma na g e me nt of Tre nd Micro produ c t s

a nd se rv i ces. The four out b reak lifec ycle pha ses, driven by the ex pe r i e nces of Tre nd Micro’s

cu sto me rs, are su m ma r i zed be l ow.

Vu l ne ra b i l ity Preve ntion Pha se – This proa c t ive pha se is des i g ned to pre - e mpt attacks by

p rov i d i ng vulne ra b i l ity assess me nt tools integ rated with Tre nd Micro products and se rv i ces

to he lp enfo rce secu r ity po l i c i es, block no nco mp l ia nt dev i ces from access, and iso late spe-

c i fic thre at - re lated vulne ra b i l it i es. Info r mation from Tre nd La bsS M co r re lates vulne ra b i l it i es

w ith sy stem ex p l o its to assess risk. Tre nd Micro™ Ne two rk Vi r u s Wa l l™ can be used to iso late

v u l ne rable sy stems and secu re the ne two rk .

Out b reak Preve ntion Pha se – Once a thre at has been ident i fi ed and be fo re pattern fi l es or

patc hes have been deployed, thre at - spec i fic knowl edge and out b reak preve ntion po l i c i es fro m

Tre nd La bs provide early wa r n i ng to he lp IT ma na g e rs preve nt or co ntain out b reaks. Ce nt ra l

ma na g e me nt thro u gh Tre nd Micro Co nt rol Ma nager acce l e rates the co n s i ste nt deploy me nt of

o ut b reak preve ntion po l i c i es. Out b reak preve ntion po l i c i es can be deployed auto mat i c a l ly or

ma nu a l ly to block any co m b i nation of virus sp re a d i ng mec hanisms and he lp preve nt ne two rk

t ra ffic jams. Tre nd Micro Out b reak Preve ntion Se rv i ces are integ rated with Tre nd Micro™

Da mage Cl e a nup Se rv i ces to he lp dec re a se administ rat ive burden. 

Virus Respo n se Pha se – Virus sc a n n i ng and detection is done at the ne two rk layer and the

ap p l i c ation layer for co mp re he n s ive protection. Sc a n n i ng eng i nes from Tre nd La bs se a rc h

for viruses ba sed on the ident i fi ed thre at— to inc re a se accu ra c y, sc a n n i ng pe r fo r ma nce,

a nd virus detection. In addition, Tre nd Micro Virus Respo n se Se rv i ce Level Ag ree me nt (SLA )

g u a ra ntees cu sto me rs that new virus pattern fi l es will be delive red within two ho u rs fro m

t he time a virus case is su b m itted or Tre nd Micro will pay a pe na lty fee. 

Assess me nt and Resto ration Pha se – The assess me nt and resto ration pha se of the out-

b reak ma na g e me nt lifec ycle is the pe r i od after a pattern file or ne two rk signatu re is

d e p l oyed and the virus has been co nta i ned. Cl e a n i ng the ne two rk of virus re m na nts and

resto r i ng sy stems is tedious and cost ly bec au se most orga n i zations pe r form these ta sks ma n-

u a l ly. In co nt ra st, Tre nd Micro™ Da mage Cl e a nup Se rv i ces auto mate clean up and

resto ration to mit i gate administ rat ive cost and burd e n .

CO RE CO MPO NE N TS OF EPS:

Trend Micro Control Ma n a g e r™ 

Trend Micr o™ Ne twork Vi r u s Wall ™

Trend Micr o™ Vul n e ra bility As s e s sment 

Neat S uite™ 

Trend Micr o™ Outb r eak Preve n t ion Servi ces (OPS) 

Trend Micr o™ Damage Cl ea n up Servi ces (DC S )

Tr e n d La b sS M

Tre nd Micro’s products are ava i lable direc t ly or from its va lu e - a d d ed rese l l e rs wo rl dw i d e.

For mo re info r mation, please co ntact Tre nd Micro or visit www. t re nd m i c ro. com. 

Co py r i ght© 200 2 - 2 004 Tre nd Micro Inco r po rated. All rights rese rved. Tre nd Micro, the Tre nd Micro t-ball log o, Co nt rol Ma na g e r, Ne at Su ite, Tre nd La bs, Tre nd Micro Da mage Cl e a nu p

Se rv i ces, TMCM, Tre nd Micro Co nt rol Ma na g e r, Tre nd Micro Out b reak Preve ntion Se rv i ces, Tre nd Micro Vu l ne ra b i l ity Assess me nt, and Vi r u s Wall are tra d e ma rks or reg i ste red tra d e ma rks of

Tre nd Micro, Inco r po rated. All ot her product or co mpa ny na mes may be tra d e ma rks or reg i ste red tra d e ma rks of their ow ne rs. No part of this publication may be re p rodu ced, photoco p i ed ,

sto red in a re t r i eval sy stem, or tra n s m itted wit ho ut the ex p ress prior written co n se nt of Tre nd Micro Inco r po rated .

Tr e n d La b sS M

24X7 ANTIVIRUS SUPPORT 

Tre nd Micro products are bac ked by time ly, high -

q u a l ity se rv i ce from Tre nd La bs
S M

, a gl o ba l

ne two rk of five reg i o nal ant ivirus rese a rch and

su p port ce nte rs with an ISO 9001 : 2000 - ce r t i fi ed

& CO PC - 2000 Sta nda rd s - ce r t i fi ed he ad q u a r te rs .

A team of mo re than 250 eng i nee rs and ant iv i r u s

spec ia l i sts ope rate aro u nd the clock to mo n ito r

virus ac t iv ity, develop info r mation on new

threats, and deliver prompt, effective strategies.

For mo re info r mation abo ut Tre nd Micro 

se rv i ce and su p port, co ntact Tre nd La bs at

htt p : / /www. t re nd m i c ro. co m /t re nd la bs .
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